GLPI Installation

GLPI Project, Teclib’

08.01.2024






Obsah

Technické nalezitosti 3
L1 WEbOVY SEIVET . . . o v v ot i e e e e e e e e e e e e e e e e e e e 3
1.1.1  Apache configuration . . . . . . . . . ... L. L e 3
1.1.2 Nginx configuration . . . . . . . . . . . . . L e e e 4
1.1.3  lighttpd configuration . . . . . . . . . . . . . e e 5
1.1.4  TISconfiguration . . . . . . . . . i i i i it e e e e e e e e e e e e e 5
1.2 Interpret PHP . . . . . . . e e e e 6
1.2.1  NezbytndrozSifeni . . . . . . . . . . . . ... e 6
1.2.2  Volitelndrozsifeni . . . . . . . . . . . . e e e e e e e e 6
1.3 Databdze . . . . . . . . . e e e e e 7
Instalace GLPI 9
2.1 Volbaverze . . . . . . . e e e e e e e 9
2.2 Stazeni ... oL e s 10
2.3 Instalace . . . ... e e e e e e e 10
2.4 Umisténi souborfi a sloZek . . . . . . . . . . . e e 10
2.5 Poinstalaci . . . . . .. e e e e e 12
Priivodce instalaci 13
3.1 Zvolte jazyk (vyberte svlijjazyK) . . . . . . o .. e e e e e 13
3.2 LACENCE . . . . v ot e e e e e e e e e e e e e e e 13
3.3 Instalace/aktualizace . . . . . . . . . ... e e e e e e e 14
33.1 Kontroly prostfedi . . . . . . . .. L. e 14
3.3.2  Pripojenidodatabdze . . . . . . . .. e e e e e e 15
3.3.3  Volbadatabaze . . . . . . . . . . . e e e e e e e e e 16
3.3.4 Inicializace databdze . . . . . . . . . . . .. e e e e e 17
33,5 Telemetrické ddaje . . . . . ... L. e 17
3.3.6  Zavérinstalace . . . . . . . .. e e e e e e e e 18
Casové zény 19
4.1 NonWindoOWS USEIS . . . . v vt v v i et e e e e e e e e e e e e e e e e e e e e e e 19
42 WINdOWS USEIS . . . . . v o i i e e e e e e e e e e e e e e e 20
43 UdEtPIiStup . . . . v v o o e e e e e e e e e e e e e e e e e e e e e e e e 20
Aktualizace 21
Nastroje pro prikazovy radek 23




6.1  Console Options . . . . . .. e e e e 23
6.2  Additional install and update tools . . . . . . . . ... e e e 24
6.2.1 KontrolapoZzadavkl . . . . . . . . . . L e e e e 24
6.2.2  Zapnout/Vypnoutrezimudrzby . . . . . .. ... oo 24
6.3 Instalace . . . . . . L e e e e e 24
6.4 Nastaveni pfipojeni kdatabdzi . . . . . . . . . . ... e 24
6.5 Aktualizace . . . . . ... L e e 25
6.6 BezpeCnostni KIIC. . . . . . . . oL e e e e e e 25
6.7 Varioustools . . . . . . .. e 26
6.7.1  Kontrola databdzového schematu . . . . . . . . .. .. L oL o 26
6.7.2 LDAPsynchronizace . . . . . . . . . . . . 27
6.7.3 Taskunlock . . . . . . . e 27
6.8  Pluginstools . . . . . . . e e e e e e e e 28
6.9  Migration tools . . . . . . . L L e e e e e e e e e e 28
6.9.1 FromMyI[SAMtoInnoDB . . . ... ... ... ... ... 28
6.9.2  Missing timestamps builder . . . . . . .. ... o o o 28
6.9.3  Usetimestamp datatype . . . . . . . . o ittt e e e e e e e e 28
6.9.4  Migrate Domains plugin . . . . . . . . ... L e e e e 29
6.9.5 Migrate Racks plugin . . . . . . . . . . e e 29
Pokrocilé nastaveni 31
7.1  SSLpfipojeni kdatabdzi . . . . . . . . . . . . e e e e e e 31




GLPI Installation

Tento dokument predstavuje pokyny pro instalaci GLPI .

GLPI (Gestion Libre de Parc Informatique — svobodnd sprava pocitacového vybaveni) je open source feSeni spravy
majetku a sluzby podpory (helpdesk). Ovlada se pfes webovy prohliZe¢ a je navrZené pro spravu veSkerych zaleZitosti
ohledné pocitacovych zafizeni — od hardware, pies soupis software aZ po spravu sluzby podpory.
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KAPITOLA 1

Technické nalezitosti

GLPI je webova aplikace, kterd bude potiebovat:
* webovy server;
* interpret PHP;

¢ databazi.

1.1 Webovy server

GLPI potfebuje webovy server ktery spolupracuje s PHP, jako naptiklad:
* Apache 2 (nebo novéjsi);
e Nginx;
* lighttpd;
* Microsoft IIS.

1.1.1 Apache configuration

Here is a virtual host configuration example for Apache 2 web server.

Varovani: The following configuration is only suitable for GLPI version 10.0.7 or later.

<VirtualHost *:80>
ServerName glpi.localhost

DocumentRoot /var/www/glpi/public

(continues on next page)
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(pokracujte na piedchozi strance)
# If you want to place GLPI in a subfolder of your site (e.g. your virtual host is.
—serving multiple applications),
# you can use an Alias directive. If you do this, the DocumentRoot directive MUST.
—NOT target the GLPI directory itself.
# Alias "/glpi" "/var/www/glpi/public"

<Directory /var/www/glpi/public>
Require all granted

RewriteEngine On

# Ensure authorization headers are passed to PHP.

# Some Apache configurations may filter them and break usage of API, CalDAV,
RewriteCond %{HTTP:Authorization} A(.+)$

RewriteRule .* - [E=HTTP_AUTHORIZATION:%{HTTP:Authorization}]

# Redirect all requests to GLPI router, unless file exists.
RewriteCond %{REQUEST_FILENAME} !-f
RewriteRule A(.*)$ index.php [QSA,L]
</Directory>
</VirtualHost>

Poznamka: If you cannot change the Apache configuration (e.g. you are using a shared hosting), you can use a .
htaccess file.

# /var/www/glpi/.htaccess

RewriteBase /

RewriteEngine On

RewriteCond %{REQUEST_URI} !A/public
RewriteRule A(.*)$ public/index.php [QSA,L]

1.1.2 Nginx configuration

Here is a configuration example for Nginx web server using php-£fpm.

Varovani: The following configuration is only suitable for GLPI version 10.0.7 or later.

server {
listen 80;
listen [::]:80;

server_name glpi.localhost;
root /var/www/glpi/public;
location / {

try_files $uri /index.php$is_args$args;

(continues on next page)
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(pokracujte na piedchozi strance)

}

location ~ #A/index\.php$ {
# the following line needs to be adapted, as it changes depending on O0S.
—distributions and PHP versions
fastcgi_pass unix:/run/php/php-fpm.sock;

fastcgi_split_path_info A(.+\.php) (/.*)$;
include fastcgi_params;

fastcgi_param SCRIPT_FILENAME $document_root$fastcgi_script_name;

1.1.3 lighttpd configuration

Here is a virtual host configuration example for 1ighttpd web server.

Varovani: The following configuration is only suitable for GLPI version 10.0.7 or later.

$HTTP["host"] =~ "glpi.localhost" {
server.document-root = "/var/www/glpi/public/"

url.rewrite-if-not-file = ( "" => "/index.php${url.path}${gsal}" )

1.1.4 IS configuration

Here is a web. config configuration file example for Microsoft IIS. The physical path of GLPI web site must point
to the public directory of GLPI (e.g. D:\glpi\public), and the web. config file must be placed inside this directory.

<?xml version="1.0" encoding="UTF-8"7?>
<configuration>
<system.webServer>
<rewrite>
<rules>
<rule name="Rewrite to GLPI" stopProcessing="true">
<match url="A(C.*)$" />
<conditions>
<add input="{REQUEST_FILENAME}" matchType="IsFile" ignoreCase=
—'"false" negate="true" />
</conditions>
<action type="Rewrite" url="index.php" appendQueryString="true" />
</rule>
</rules>
</rewrite>
</system.webServer>
</configuration>

1.1. Webovy server 5
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Varovani: The URL Rewrite module is required.

1.2 Interpret PHP

Tabulka 1: PHP Compatibility Matrix
GLPI Version Minimum PHP  Maximum PHP

9.5.X 7.2 8.0
10.0.X 7.4 8.2

Poznamka: We recommend to use the newest supported PHP release for better performance.

1.2.1 Nezbytna rozSireni

Aby aplikace fungovala spravné, jsou potfebnd nasledujici rozsiteni pro PHP:

e dom, fileinfo, filter, libxml, json, simplexml, xmlreader, xmlwriter: these PHP extensions are enable
by default and are used for various operations;

» curl: used for remote access to resources (inventory agent requests, marketplace, RSS feeds, ...);
* gd: used for images handling;

¢ intl: used for internationalization;

e mysqli: used for database connection;

* session: used for sessions support;

* z1ib: used for handling of compressed communication with inventory agents, installation of gzip packages from
marketplace and PDF generation.

1.2.2 Volitelna rozsireni

Poznamka: 1 kdy?Z tato rozsifeni nejsou povinnd, je doporuceno je nainstalovat i tak.

Pro nékteré dalsi funkce GLPI jsou potiebna nésledujici rozsifeni pro PHP:
* bz2, Phar, zip: enable support of most common packages formats in marketplace;
» exif: enhance security on images validation;
* ldap: enable usage of authentication through remote LDAP server;
* openssl: enable email sending using SSL/TLS;

e Zend OPcache: enhance PHP engine performances.

6 Kapitola 1. Technické nalezitosti
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1.3 Databaze

Varovani: Currently, only MySQL (5.7 minimum) and MariaDB (10.2 minimum) database servers are supported
by GLPI.

Aby mohlo fungovat, GLPI vyZaduje databazovy server.

1.3. Databaze 7
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KAPITOLA 2

Instalace GLPI

Postupujte ndsledovné:
1. Configure your webserver,
2. Zvolte verzi,
3. Stahnéte si archiv,

4. Nainstalujte :)

2.1 Volba verze

Poznamka: Pro pouziti v produkénim prostfedi je dirazné€ doporuceno pouZivat nejnovéjsi stabilni vydani.

GLPI pouZivd vyznamové schéma oznaCovani verzi, se tfemi Cislicemi. Prvni je hlavni vydani, druhé dil¢i a treti
opravné.

Hlavni vydani mohou prinaset nové funkce, ale z diivodu podstatnych zmén také vyhnutelné nekompatibility; to dil¢i
verze mohou pfinaset spiSe drobnéjsi nové funkce, zato v rdmci daného hlavniho vydani zstdva kompatibilita zacho-
véna.

Opravnd vydani fesi pouze nahldSené problémy a neptiddvaji nic nového.
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2.2 Stazeni

Varovani: Na portalu GitHub jsou vZdy jesté dva dalsi archivy nazvané Source code (zdrojové kody) — ty nepou-
Zivejte.

Jdéte do sekce download (stahovdni) webovych stranek GLPI (nebo ziskejte archiv pfimo z vydani na portdlu Github)
a zvolte archiv glpi-{verze}.tgz.

2.3 Instalace

Instalace GLPI samotna se sklada ze ti{ krokd:

1. Rozbaleni archivu do kofenové slozky vaseho webu;

2. Udé¢leni prav k zdpisu do sloZzek files a config vasemu webovému serveru:

3. Spusténi priivodce instalaci (nebo pouZiti skriptu pro instalaci z prikazového radku).
Po dokonceni téchto tfech krok je aplikace pfipravena k pouZivani.

Pokud potifebujete nastavit rozsifenou konfiguraci, napiiklad parametry pfipojeni SSL, prejdéte na: doc: pokrocila
konfigurace <advanced-configuration>.

2.4 Umisténi souboru a slozek

Jako mnoho ostatnich webovych aplikaci, GLPI je moZné nainstalovat pouhym zkopirovanim celé slozky na libovolny
webovy server. Nicméné to mtize byt méné zabezpecené.

Varovani: Kazdy soubor pfistupny piimo z webového serveru je tfeba povazovat za nezabezpeceny!

GLPI uchovava né€kterd data ve sloZzce files, pfistupové udaje k databdzi ve sloZce config, atd. I kdyZ GLPI po-
skytuje nékteré zplsoby jak zabranit, aby k souborim mohl webovy server pfimo pfistupovat, nejlepsi je uchovavat je
mimo kofenovou slozku webu. Tim nemtiZe byt k soubor@im s citlivym obsahem pfistupovano piimo prostiednictvim
webového serveru.

Je k dispozici nékolik direktiv nastaveni, kterymi je toho mozné docilit (direktivy které jsou pouZity v bali¢cich, po-
skytovanych linuxovymi distribucemi):

* GLPI_CONFIG_DIR: nastavit popis umisténi sloZky s nastavenimi;
e GLPI_VAR_DIR : nastavit popis umisténi slozky files;

e GLPI_LOG_DIR: nastavit popis umisténi soubord pro zdznam udalosti (Iog).

Poznamka: K dispozici je mnoho dal$ich direktiv nastavent, ty které zde byly zminény jsou hlavni, které mit na paméti
pro 1épe zabezpecenou instalaci.

Volba sloZek je zcela na vds. Nésledujici priklad dodrZuje doporuceni standardu FHS .

Uvdadénd GLPI instance bude nainstalovdna do /var/www/glpi a pro toto umisténi bude webovém serveru nastaven
virtudlni hostitel.

10 Kapitola 2. Instalace GLPI
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2% N

Konfigurace GLPI bude uloZena v / etc / glpi ", zkopirujte obsah adresafe” config * na toto misto. GLPI vyZaduje prava
¢teni v tomto adresdfi, aby fungoval; a prava na zdpis béhem procesu instalace.

Data GLPI budou uloZena v ™" / var / lib / glpi™", sta¢i zkopirovat obsah adresédfe = files™™ na toto misto. GLPI vyZaduje
prava pro ¢teni a zdpis v tomto adresari.

Zaznamy udalosti (log) v GLPI budou uklddany do /var/log/glpi. Neni co kopirovat — staci jen tuto slozku vytvofit.
GLPI potfebuje prava na ¢tenf a zdpis do této slozky.

Dle té€chto pokynt, vytvoiime ve sloZce GLPI soubor inc/downstream. php s nasledujicim obsahem:

<?php
define('GLPI_CONFIG_DIR', '/etc/glpi/');

if (file_exists(GLPI_CONFIG_DIR . '/local_define.php')) {
require_once GLPI_CONFIG_DIR . '/local_define.php';
}

Varovani: Balicky s GLPI v ramci linuxové distribuce urcité poskytnou soubor inc/downstream. php — neupra-
vujte ho!

GLPI looks for a local_define.php file in its own config directory. If you want to use one from new config directory,
you have to load it.

Pak vytvofime soubor /etc/glpi/local_define.php s ndsledujicim obsahem:

<?php
define('GLPI_VAR_DIR', '/var/lib/glpi');
define('GLPI_LOG_DIR', '/var/log/glpi');

Poznamka: Nové ve verzi 9.2.2.

V GLPI pfed verzi 9.2.2 neexistovala proménnd GLPI_VAR_DIR a bylo tfeba nastavovat vS§echny popisy umisténi zvI4st:

<?php

define('GLPI_VAR_DIR', '/var/lib/glpi');
define('GLPI_DOC_DIR', GLPI_VAR_DIR);
define('GLPI_CRON_DIR', GLPI_VAR_DIR . '/_cron');
define('GLPI_DUMP_DIR', GLPI_VAR_DIR . '/_dumps');
define('GLPI_GRAPH_DIR', GLPI_VAR DIR . '/_graphs');
define('GLPI_LOCK_DIR', GLPI_VAR_DIR . '/_lock');
define('GLPI_PICTURE_DIR', GLPI_VAR DIR . '/_pictures');
define('GLPI_PLUGIN_DOC_DIR', GLPI_VAR DIR . '/_plugins');
define('GLPI_RSS_DIR', GLPI_VAR_DIR . '/_rss');
define('GLPI_SESSION_DIR', GLPI_VAR DIR . '/_sessions');
define('GLPI_TMP_DIR', GLPI_VAR DIR . '/_tmp');
define('GLPI_UPLOAD_DIR', GLPI_VAR DIR . '/_uploads');
define('GLPI_CACHE_DIR', GLPI_VAR_DIR . '/_cache');

define('GLPI_LOG_DIR', '/var/log/glpi');

Of course, it is always possible to redefine any of those paths if needed.

2.4. Umisténi soubort a slozek 11
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2.5 Po instalaci

Poté, co je GLPI nainstalované, je téméf hotovo.

An extra step would be to secure installation directory. As an example, you can consider adding the following to your
Apache virtual host configuration (or in the glpi/install/.htaccess file):

<IfModule mod_authz_core.c>
Require local
</IfModule>
<IfModule !mod_authz_core.c>
order deny, allow
deny from all
allow from 127.0.0.1
allow from ::1
</IfModule>
ErrorDocument 403 "<p><b>Restricted area.</b><br />Only local access allowed.<br />Check..
—your configuration or contact your administrator.</p>"

V této ukdzce bude slozka install piistupnd pouze z pocitace samotného a jinak zobrazi chybu. Samoziejmé si toto
miZete ptizplsobit svym potfebam. Nahlédnéte do dokumentace k webovému serveru, ktery pouZzivate.

12 Kapitola 2. Instalace GLPI
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KAPITOLA 3

Prdvodce instalaci

Pro zahdjen{ instalace nasmérujte sviij webovy prohliZe¢ na hlavni adresu GLPI: https://\{adresa_glpi\}/

Pokud GLPI jesté neni nainstalovano, jsou zahdjeny jednotlivé kroky instalacniho procesu.

3.1 Zvolte jazyk (vyberte svuj jazyk)

Prvnim krokem je volba jazyka instalace. Vyberte svij jazyk a potvrdte.

Glpi
p I GLPI SETUP

Select your language

(=]

3.2 Licence

Pouzivani GLPI vyZaduje souhlas s licenci GNU GPL (zarucuje svobody). Po pfecteni a souhlasu s licenénimi pod-
minkami potvrdte.

13
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Glpi
) p I GLPI SETUP

License

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.,

51 Franklin Street, Fifth Floor, Boston, MA 021108-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble
The licepses for most software are desioned to take awav vour

Unofficial translations are also available

. I have read and ACCEPT the terms of the license written above.

I have read and DO NOT ACCEPT the terms of the license written

above

Pokud nesouhlasite s podminkami licence, neni mozné pokracovat v instalaci.

3.3 Instalace/aktualizace

Na této obrazovce je mozné zvolit mezi novou instalaci GLPI a aktualizaci.

Glpi
) p I GLPI SETUP

Beginning of the installation
Installation or update of GLPI

e 'Install' for a completely new inst: on of GLPI.

Upgrade' to updat o ) GLPI from an earlier version

Iz

Kliknéte na Nainstalovat.

3.3.1 Kontroly prostredi

Tento krok zkontroluje, zda jsou splnény vSechny predpoklady. Pokud tomu tak neni, neni mozné pokracovat a explicitni
chybova zprava vam fekne, co je $patného a co délat, nez to zkusite znovu.

14 Kapitola 3. Priivodce instalaci
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Glpi

GLPI SETUP

Step 0

ecking of the compatibility of your environment with the execution of GLPI

Testing PHP Parser
Sessions test

Test if Session_use_trans_sid is used

mysgli extension test
ctype extension test
fileinfo extension test
json extension test
mbstring extension test
zlib extension test

curl extension test

gd extension test
simplexml extension test
xml extension test

imap extension test
APCu extension test
xmirpe extension test
Idap extension test

Zend OPcache extension test

Allocated memory test
Checking write permissions
Checking write permissions
Checking write permissions
Checking write permissions
Checking write permissions
Checking write permissions
Checking write permissions
Checking write permissions
Checking write permissions
Checking write permissions
Checking write permissions
Checking write permissions
Checking write permissions
Checking write permissions
SELinux mode is Enforcing

for setting files
for document files

for dump files

for session files

for automatic actions files
for graphic files

for lock files

for plugins document files
for temporary files

for cache files

for rss files

for upload files

for pictures files

for log files

SELinux boolean configuration for httpd_can_network_connect --> on

SELinux boolean configuration for httpd_can_network_connect_db —>

on

SELinux boolean configuration for httpd can sendmail --> on

3.3.2 Pripojeni do databaze

Do you want to continue?

== e

Jsou vyzadany parametry pro ptipojeni do databaze.

LSS N N N N S S NS S S N WY

<

Idap extension is not present

Zend OPcache extension is not
present
v

A N S N N S S N S S N NN NN NEY

Nekteré nélezitosti jsou volitelné, v instalaci bude moZné pokracovat i kdyZ nejsou splnéné.

3.3. Instalace/aktualizace

15
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Glpi
) p I GLPI SETUP

Step 1

Database connection setup

Database connection parameters
SQL server (MariaDB or MySQL)
SQL user

SQL password

* SQL server: zadejte popis umisténi svého SQL serveru, naptiklad localhost nebo mysql.domenovynazev.tld;
* SOL uZivatel: zadejte uZivatelské jméno uctu, ktery je opradvnén se pripojovat do databdze;
* SOL heslo: zadejte heslo uzivatele.

Po fadném vyplnéni vSech kolonek, kliknéte na Pokracovat.

Poté je navdzano prvni spojeni do databdze. Pokud parametry nejsou platné, zobrazi se chybové hldseni a bude tieba
parametry opravit — a pak vyzkousSet znovu.

3.3.3 Volba databaze

Po tsp€sném navazani spojeni s databdzovym serverem je tfeba zadat vytvoreni nebo zvolit existujici databazi, kterou
chcete pouZit pro GLPI a inicializovat ji.

Glpi
b p | GLPI SETUP

Step 2
Test of the connection at the database
Database connection successful
t a database:

fresh_glpi

glpi

glpi_dev
glpi_tests
Create a new database or use an existing one: _

Pokracovat je tedy moZné dvéma zptisoby:
 PouZit existujici databizi

Vyberte tuto databdzi ze zobrazeného seznamu. Kliknéte na Pokracovat a potvrdte.

16 Kapitola 3. Priivodce instalaci
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Varovani: Pfi instalaci bude jakykoli pfipadny obsah vybrané databdze zlikvidovan.

* Vytvofit novou databézi

Zvolte Vytvorit novou databazi, do odpovidajici kolonky pro ni zadejte ndzev a kliknéte na Pokracovat.

Varovani: Aby tato volba fungovala je tieba, aby dany SQL uzivatel mél prava na vytvareni
novych databdzi.

3.3.4 Inicializace databaze

Tento krok inicializuje databdzi s vychozimi hodnotami.

GLPI SETUP

Step 3
Initialization of the database

V piipadé jakékoli chyby vénujte pozornost zobrazenym informacim.

3.3.5 Telemetrické udaje

GLPI vas pozada o sdileni nékterych telemetrickych uidaji a registraci. Ani jedno neni povinné.

Glpi
p I GLPI SETUP

Step 4
Collect data

% Send "usage statistics"

‘We need your help to improve GLPI and the plugins ecosystem!
able to a

Let us know your usage to improve future versions of GLPI and its plugins!

See what would be sent...

Reference your GLPI

your organization by filling

3.3. Instalace/aktualizace 17
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3.3.6 Zavér instalace

V tomto kroku je predstaven souhrn instalace a vypsan seznam vytvofenych uZivateli. Vénujte t€émto informacim
pozornost a pak kliknutim na Pokracovat piejdéte do aplikace.

GLPI SETUP

Step 4

The installation is finished

z X

Poznamka: Vychozi uzivatelské ¢ty jsou:
* glpi/glpi et spravce,
e tech/tech icet technika,
e normal/normal Gcet béZného uzivatele,

* post-only/postonly Gcet pouze pro zadavani poZadavkd.

Varovani: Ze ziejmych bezpecnostnich diivodd byste méli tyto Gty zménit (heslo) nebo smazat.

Pted pfipadnym odebrdanim Gctu glpi, nezapomeiite vytvorit jiny ucet, ktery ma profil super-admin.
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KAPITOLA 4

Casové zdny

In order to get timezones working on a MariaDB/MySQL instance, you will have to initialize Timezones data and grant
GLPI database user read ACL on their table.

Varovani: Enabling timezone support on your MySQL instance may affect other database in the same instance; be
carefull!

Varovani: Currently, MySQL and MariaDB have a maximum date limited to 2038-01-19 on fields relying on
timestamp type!

4.1 Non windows users

On most systems, you’ll have to initialize timezones data from your system’s timezones:

[mysql_tzinfo_to_sql /usr/share/zoneinfo | mysql -p -u root mysql ]

You may want to check MariaDB documentation about mysql_tzinfo_to_sql and your system documentation to know
where data are stored (if not in /usr/share/zoneinfo).

Do not forget to restart the database server once command is successfull.
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4.2 Windows users

Windows does not provide timezones informations, you’ll have to download and intialize data yourself.

See MariaDB documentation about timezones.

4.3 Udélit pristup

Varovani: Be carefull not to give your GLPI database user too large access. System tables should never grant
access to app users.

In order to list possible timezones, your GLPI database user must have read access on mysql . time_zone_name table.
Assuming your user is glpi@localhost, you should run something like:

GRANT SELECT ON ‘mysqgl . time_zone_name TO 'glpi'@'localhost';
FLUSH PRIVILEGES;
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KAPITOLA D

Aktualizace

Vv,

Poznamka: Jako pii kazdé aktualizaci, je tfeba pied pfechodem na novéjsi verzi zazalohovat néktera data:
 zazalohujte svou databazi;

* backup your config directory, especially for your GLPI key file (config/glpi.key or config/glpicrypt.key) which is
randomly generated;

* backup your files directory, it contains users and plugins generated files, like uploaded documents;

* backup your marketplace and plugins directory.

Here are the steps to update GLPI:
* Download latest GLPI version.
 Ensure the target directory is empty and extract files there.
* Restore the previously backed up config, files, marketplace and plugins directory.

* Then open the GLPI instance URI in your browser, or (recommended) use the php bin/console db:update com-
mand line tool.

Varovani: As soon as a new version of GLPI files is detected, you will not be able to use the application until the
update process has been done.

Varovani: Neméli byste se pokouset obnovit zdlohu databdze do neprazdné databdze (napiiklad databéze, kterd

vvvvv

Pfed zahdjenim obnoveni ze zdlohy ovéfte, Ze je cilova databdze prdzdnd a pak teprve se pokuste o aktualizaci. V
pfipadé€ nezdaru je tieba opét zacit od obnovy do prazdné databaze.
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Poznamka: Update process will automatically disable your plugins.

Poznamka: Since GLPI 10.0.1, you can use the php bin/console db:check command line tool before executing the
update command. This will allow you to check the integrity of your database, and to identify changes to your database
that could compromise the update.
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KAPITOLA O

Nastroje pro pfikazovy fadek

Od GLPI verze 9.2.2 jsou néstroje pro ptikazovy fddek poskytovdny jako podporované skripty a jsou k dispozici ve
sloZce scripts (skripty) v archivu. V pfedchozich verzich se tyto skripty nachazely ve sloZce tools (ndstroje) ktera
neni oficidln{ a proto neni pfitomnd v instalaénim archivu vydani.

Since GLPI 9.4.0, command line tools are being centralized in a console application (bin/console). Calling php
bin/console from GLPI directory displays the list of available commands.

Poznamka: Pokud je v systému nainstalované APCu PHP rozsifeni, nemusi se podafit ho pouZit z pfikazového fadku,
protoZe ve vychozim nastaveni je tato moZnost vypnutd. Zménit je to mozné nastavenim volby apc.enable_cli na
on v souboru s nastavenimi APCu.

Varovani: When using cli tools, please check the system user you are currently logged in with, and permissions on
files and directories. With a wrong user, logs, cache and other files may be created with rights that would not allow
your webserver to read or write on thos files!

6.1 Console options

For every console command, following options are available:

e --config-dir=CONFIG-DIR path of configuration directory to use, relative to current working directory (requi-
red only if a custom path is used)

e -h, --help zobrazi ndpovédu k piikazu

e --1lang=LANG output language code (default value is existing GLPI ,language* configuration or ,.en_GB*)
* -n, --no-interaction disable command interactive questions

* --no-plugins disable GLPI plugins during command execution

e -qg, --quiet vypne vystup z piikazu
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e -v|vv|vvv, --verbose=VERBOSE verbosity level: 1 for normal output, 2 for more verbose output and 3 for
debug

6.2 Additional install and update tools

6.2.1 Kontrola pozadavkt

Before installing or upgrading, requirements are automatically checked; but you can run them separately and see state
for all of them using the php bin/console glpi:system:check_requirements command.

6.2.2 Zapnout/Vypnout rezim udrzby

GLPI provides a maintenance mode that can be activated prior to an update, and deactivated after all has been checked.

Just use the glpi:maintenance:enable and glpi:maintenance:disable commands.

6.3 Instalace

The php bin/console db:install has been made to install GLPI database in CLI mode.
MozZné volby pro tento piikaz jsou:
e -r, --reconfigure to enable overriding of any existing DB configuration file
o -f, --force to force execution of installation even if database is not empty
e -L, --default-language=DEFAULT_LANGUAGE default language of GLPI (en_GB per default)
e -H, --db-host=DB_HOST host name (localhost per default)
e -P, --db-port=DB_PORT database port (default MySQL port if option is not defined)
e -d", --db-name=DB_NAME jméno databdze
* -u, --db-user=DB_USER jméno uZivatele databize
e -p, --db-password=DB_PASSWORD database user’s password (use it without value to be prompted for password)
If mandatory options are not specified in the command call, the console will ask for them.
Database connection parameters may be omitted if a configuration file already exists.

See also console options.

6.4 Nastaveni pripojeni k databazi

Nové ve verzi 9.5.0.
The php bin/console db:configure has been made to define database connection parameters in CLI mode.
Mozné volby pro tento piikaz jsou:
e -r, --reconfigure to enable overriding of any existing DB configuration file
e -H, --db-host=DB_HOST host name (localhost per default)
e -P, --db-port=DB_PORT database port (default MySQL port if option is not defined)
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e -d’, --db-name=DB_NAME jméno databaze

e -u, --db-user=DB_USER jméno uZivatele databaze

* -p, --db-password=DB_PASSWORD database user’s password (use it without value to be prompted for password)
If mandatory options are not specified in the command call, the console will ask for them.

See also console options.

6.5 Aktualizace

The php bin/console db:update has been made to update GLPI database in CLI mode from a previously installed
version.

There is no required arguments, just run the command so it updates your database automatically.

Varovani: Pred jakymkoli pokusem o aktualizaci nezapomeiite zazdlohovat databazi!

Varovani: Since GLPI 10.0.2, db:check_schema_integrity is executed before performing the update. If an error is
detected, the command will ask you if you want to continue (unless --no-interaction is used). You can bypass
this db:check_schema_integrity by using the option -s, --skip-db-checks.

Mozné volby pro tento pfikaz jsou:
e -u, --allow-unstable allow update to an unstable version (use it with cautions)
e -f, --force force execution of update from v-1 version of GLPI even if schema did not changed
* -s, --skip-db-checks do not check database schema integrity before performing the update
e --enable-telemetry allow usage statistics sending to Telemetry service (https://telemetry.glpi-project.org)
* --no-telemetry disallow usage statistics sending to Telemetry service (https://telemetry.glpi-project.org)

See also console options.

6.6 Bezpecnostni kli¢

Nové ve verzi 9.4.6.

Poznamka: GLPI key file is available for GLPI >= 9.4.6 but is not mandatory. As of GLPI 9.5, using the key file will
be mandatory.

In order to store some sensitive data, GLPI relies on a homemade encryption/decryption tool, which uses a key to:
* encrypt data before storing them in the database,
* decrypt data that has been retrieved from the database.

The php bin/console glpi:security:change_key command allows to change the key, if it has been compromi-
sed for example. By default, command will:

 generate a new key and and store it in the key file,
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* update all configured fields (for core and compatible plugins) to use the new key,

* update all configuration entries listed (for core and compatible plugins) to use the new key.

6.7 Various tools

6.7.1 Kontrola databazového schematu
The php bin/console db:check_schema_integrity command can be used to check if your database schema
differs from expected one.
Mozné volby pro tento piikaz jsou:
e --strict: Strict comparison of definitions
e --check-all-migrations: Check tokens related to all databases migrations.
e --check-innodb-migration: Check tokens related to migration from ,,MyISAM* to ,,InnoDB*.
e --check-timestamps-migration: Check tokens related to migration from ,,datetime* to ,timestamp*.
e --check-utf8mb4-migration: Check tokens related to migration from ,,utf8* to ,,utf8mb4.
e --check-dynamic-row-format-migration: Check tokens related to ,,DYNAMIC* row format migration.

¢ --check-unsigned-keys-migration: Check tokens related to migration from signed to unsigned integers in
primary/foreign keys.

e -p, --plugin: Plugin to check. If option is not used, checks will be done on GLPI core database tables.

If you have any diff, output will looks like :

$ php bin/console glpi:database:check_schema_integrity
Table schema differs for table "glpi_rulecriterias".

--- Original
+++ New
@@ @@

create table “glpi_rulecriterias’ (
“id® int(11) not null auto_increment
‘rules_id" int(11) not null default 'O’
“criteria’ varchar(255) default null
“condition® int(11) not null default '®’

- “pattern’ text default null

+ “pattern’ text
primary key ("id’)

Compared to the GLPI installation file:
* aline that starts with - means that something is missing in your database
* aline that starts with + means that there is something extra in your database

You can also have a message like Unknown table "glpi_tablename" has been found in database., this in-
dicates that this table doesn’t exist in the installation file of the current GLPI schema:

* either it’s a table that you have voluntarily created for your needs, you can ignore this message

* either it’s an old GLPI table which is no longer useful, you can delete it (taking care to make a backup before)
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6.7.2 LDAP synchronizace

The bin/console glpi:ldap:synchronize_users command can be used to synchronize users against LDAP ser-
ver informations.

Mozné volby pro tento piikaz jsou:
* -c, --only-create-new only create new users
* -u, --only-update-existing only update existing users

e -s, --ldap-server-id[=LDAP-SERVER-ID] synchronize only users attached to this LDAP server (multiple
values allowed)

e -f, --1dap-filter[=LDAP-FILTER] filter to apply on LDAP search

* --begin-date[=BEGIN-DATE] begin date to apply in ,,modifyTimestamp* filter

e --end-date[=END-DATE] end date to apply in ,,modifyTimestamp* filter

e -d, --deleted-user-strategy [=-DELETED-USER-STRATEGY] force strategy used for deleted users:

0: Preserve

1: Put in trashbin

2: Withdraw dynamic authorizations and groups

3: Disable

— 4: Disable + Withdraw dynamic authorizations and groups

See http://php.net/manual/en/datetime.formats.php for supported date formats in --begin-date and --end-date
options.

See also console options.

6.7.3 Task unlock

The php bin/console task:unlock command can be used to unlock stucked cron tasks.

Varovani: Keep in mind that no task should be stucked except in case of a bug or a system failure (database failure
during cron execution for example).

Mozné volby pro tento piikaz jsou:
e -a, --all unlock all tasks

e -c, --cycle[=CYCLE] execution time (in cycles) from which the task is considered as stuck (delay = task
frequency * cycle)

e -d, --delay[=DELAY] execution time (in seconds) from which the task is considered as stuck (default: 1800)
e -t, --task[=TASK] itemtype: :name of task to unlock (e.g: MailCollector::mailgate)

See also console options.
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6.8 Plugins tools

Nové ve verzi 9.5.
Some command line tolls are also available to manage plugins from command line:
e glpi:plugin:install
e glpi:plugin:activate
e glpi:plugin:deactivate

In order to install MyGreatPlugin; you should end with something like:

$ ./bin/console glpi:plugin:install MyGreatPlugin
$ ./bin/console glpi:plugin:activate MyGreatPlugin

Each of those plugin commands can take a plugin name as argument, or the --all flag to be ran on all plugins.

6.9 Migration tools

6.9.1 From MyISAM to InnoDB

Nové ve verzi 9.3.0.
Since version 9.3.0, GLPI uses the InnoDB engine instead of previously used MyISAM engine.

The php bin/console glpi:migration:myisam_to_innodb command can be used to migrate exiting tables to
InnoDB engine.

6.9.2 Missing timestamps builder

Nové ve verzi 9.1.0.
Prior to GLPI 9.1.0, fields corresponding to creation and modification dates were not existing.

The php bin/console glpi:migration:build_missing_timestamps command can be used to rebuild missing
values using available logs.

6.9.3 Use timestamp data type

Nové ve verzi 9.5.0.

Many date fields were using the DATETIME type, but this does not allow to rely on timezones. Timezone support requires
all fields to use TIMESTAMP data type, but this query can be very long and therefore is not included in the standard update
process.

Using the glpi:migration:timestamps command will change those fields to the correct data type, but read docu-
mentation on timezones before.

Varovani: Ensure to backup your database before!
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6.9.4 Migrate Domains plugin

Nové ve verzi 9.5.0.

Domains in GLPI have evolved from a simple dropdown to a more complex object, including records management
among others. Therefore, the Domains plugins feature are now included in core.

To migrate your plugin data; use the glpi:migration:domains_plugin_to_core command. Presence of the plugin
is mandatory so checks can be run, you can use the --without-plugin switch but this is not recommended. If you
were using an older version of the plugin than the one required, you can use the --update-plugin flag.

At the end, all domains types, domains and item relations will be migrated in core tables.

6.9.5 Migrate Racks plugin

Nové ve verzi 9.5.0.

Since GLPI 9.3.0, data center infrastructure management is available as a core feature. A migration script from Racks
plugin was provided inside the scripts directory. Since GLPI 9.5.0, this migration script has been refactored and
moved inside the CLI console.

To migrate your plugin data; use the glpi:migration:racks_plugin_to_core command. Presence of the plugin
is mandatory so checks can be run, you can use the --without-plugin switch but this is not recommended. If you
were using an older version of the plugin than the one required, you can use the --update-plugin flag.
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KAPITOLA /

Pokrocilé nastaveni

7.1 SSL pfipojeni k databazi

Nové ve verzi 9.5.0.

Po dokonceni instalace miZete aktualizovat *° config / config_db.php™ a definovat parametry pfipo-
jeni SSL. Dostupné parametry odpovidaji parametrim pouZivanym programem mysqli :: ssl_set ()
<https://www.php.net/manual/en/mysqli.ssl-set.php> _:

* > $ dbssl™ definuje, zda by ptipojeni mélo pouzivat SSL (ve vychozim nastaveni je na hodnot “false ,)
e > $ dbsslkey™" nézev cesty k souboru kli¢e (ve vychozim nastaveni neni definovéano null)

e ™ §$ dbsslcert™ ndzev cesty k souboru certifikdtu (ve vychozim nastaveni neni definovan null)

e ** $ dbsslca™ ndzev cesty k souboru certifikacn{ autority (ve vychozim nastaveni neni definovan null)

* > $ dbsslcapath™ cesta k adresdfi, ktery obsahuje davéryhodné certifikdty SSL CA ve formatu PEM (ve vychozim
nastaveni neni definovana null)

* $dbsslcacipher seznam povolenych Sifer pro Sifrovani SSL (ve vychozim nastaveni neni definovén null)

Varovani: Prozatim neni mozné definovat parametry pfipojeni SSL pfed nebo béhem procesu instalace. Nastaveni
parametrti SSL pripojeni musi byt provedeno az po dokonceni instalace.
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