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CHAPTER 1

=K

GLPI J&—3k Web [ 27 & 75 2
* web iR 5%
¢ PHP;
o —DEREE.

1.1 Web k5528

GLPI ZL3K Web i 55 2+ B8 <+ PHP, il 4:
* Apache 2 (&l 5§ 0);
e Nginx;
* lighttpd;
* Microsoft IIS.

1.1.1 Apache configuration

Here is a virtual host configuration example for Apache 2 web server.

A EY

The following configuration is only suitable for GLPI version 10.0.7 or later.

<VirtualHost *:80>
ServerName glpi.localhost

DocumentRoot /var/www/glpi/public

(& F i)
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# If you want to place GLPI in a subfolder of your site (e.g. your virtual host is serving.

—multiple applications),

# you can use an Alias directive. If you do this, the DocumentRoot directive MUST NOT.

—target the GLPI directory itself.
# DocumentRoot /var/www/html
# Alias "/glpi" "/var/www/glpi/public"

<Directory /var/www/glpi/public>
Require all granted

RewriteEngine On

# Ensure authorization headers are passed to PHP.

# Some Apache configurations may filter them and break usage of API,

RewriteCond ${HTTP:Authorization} " (.+)$

RewriteRule .* — [E=HTTP_AUTHORIZATION:%{HTTP:Authorization}]

# Redirect all requests to GLPI router, unless file exists.
RewriteCond ${REQUEST_FILENAME} !-f

RewriteRule " (.*)$ index.php [QSA,L]
</Directory>

</VirtualHost>

CalDAV,

O #it:

If you cannot add specific rewrite rules to the Apache configuration (e.g. you are using a shared hosting), you can
use a .htaccess file. Still, you need to define the DocumentRoot to be the /public directory of GLPI.

# /var/www/glpi/public/.htaccess
RewriteBase /

RewriteEngine On

RewriteCond %${REQUEST_FILENAME} !-f
RewriteRule " (.*)$ index.php [QSA,L]

1.1.2 Nginx configuration

Here is a configuration example for Nginx web server using php-fpm.

A B

The following configuration is only suitable for GLPI version 10.0.7 or later.

server {
listen 80;
listen [::]:80;
server_name glpi.localhost;

root /var/www/glpi/public;

location / {

Chapter 1. E3k




GLPI Installation

(% 50

try files $uri /index.php$is_args$args;

location ~ */index\.php$ {
# the following line needs to be adapted, as it changes depending on OS distributions.
—and PHP versions

fastcgi_pass unix:/run/php/php-fpm.sock;

fastcgi_split_path_info " (.+\.php) (/.*)$;
include fastcgi_params;

fastcgi_param SCRIPT_FILENAME S$document_root$fastcgi_script_name;

1.1.3 lighttpd configuration

Here is a virtual host configuration example for 1ighttpd web server.

A B

The following configuration is only suitable for GLPI version 10.0.7 or later.

SHTTP["host"] =~ "glpi.localhost" {
server.document-root = "/var/www/glpi/public/"
url.rewrite-if-not-file = ( "" => "/index.php${url.path}${gsa}t" )
}

1.1.4 IS configuration

Here is a web . config configuration file example for Microsoft IIS.The physical path of GLPI web site must point to
the public directory of GLPI (e.g. D: \glpi\public), and the web.config file must be placed inside this directory.

<?xml version="1.0" encoding="UTF-8"?>
<configuration>
<system.webServer>
<rewrite>
<rules>
<rule name="Rewrite to GLPI" stopProcessing="true">
<match url=""(.*)s" />
<conditions>
<add input="{REQUEST_FILENAME}" matchType="IsFile" ignoreCase="false".

—negate="true" />

</conditions>
<action type="Rewrite" url="index.php" appendQueryString="true" />
</rule>
</rules>
</rewrite>

</system.webServer>
</configuration>

1.1. Web fR528 5
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A B
The URL Rewrite module is required.

1.2 PHP

Z% 1: PHP Compatibility Matrix

GLPI version Minimum PHP version

10.0.X 7.4
11.0.X 8.2

O #ik:

GLPI compatibility with new PHP versions is validated shortly after their release. We therefore recommend using
the most recent version, for better performances.

1.2 NEY RIKH
B7 JHFRZEOA T PHP 4 A R IE 7 T AF:

¢ dom, fileinfo, filter, libxml, simplexml, tokenizer, xmlreader, xmlwriter: these PHP extensions
are enable by default and are used for various operations;

* curl: used for remote access to resources (inventory agent requests, marketplace, RSS feeds, ...);
¢ gd: used for images handling;

e int1: used for internationalization;

e mysqli: used for database connection;

* session: used for sessions support;

¢ z1ib: used for handling of compressed communication with inventory agents, installation of gzip packages from
marketplace and PDF generation.

For GLPI 11.0, these additional PHP extensions are mandatory:
* bemath: used for QRCodes generation;
* mbstring: used for multibyte chars support and charset conversion;

¢ openssl: used for handling of encrypted communication with inventory agents and OAuth 2.0 authentication.

1.2.2 TRy R

O #ik
B S AN SR PR, FRATE G TTIR AR B2 B AT

Xt GLPL ) —Legis e, #F2EPAT PHP 47 f&:

* bz2, Phar, zip: enable support of most common packages formats in marketplace;

6 Chapter 1. E3k
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* exif: enhance security on images validation;

* ldap: enable usage of authentication through remote LDAP server;
* openssl: enable email sending using SSL/TLS;

* Zend OPcache: enhance PHP engine performances.

Following PHP extensions are emulated in GLPI and can be enabled to slightly improve performances: * ctype; * iconv;
* sodium.

1.2.3 Security configuration for sessions
To enhance security, it is recommended to configure PHP sessions with the following settings:
* session.cookie_secure: should be set to on when GLPI can be accessed on only HTTPS protocol;
* session.cookie_httponly: should be set to on to prevent client-side scripts from accessing cookie values;

* session.cookie_samesite: should be set, at least, to Lax, to prevent cookies from being sent cross-origin
(across domains) POST requests.

O #ik

Refer to PHP documentation for more information about session configuration.

1.3 BiEEE
97 LAE, GLPL % MRS 3

A E.

Currently, only MySQL and MariaDB database servers are supported by GLPI.

%% 2: Database server compatibility matrix

GLPI version Database server Minimum version

10.0.X MySQL 5.7
10.0.X MariaDB 10.2
11.0.X MySQL 8.0
11.0.X MariaDB 10.6

O #ik:

GLPI compatibility with new LTS database servers versions is validated shortly after their release. We therefore
recommend using a recent version, for better performances.

ICC-by-NC-NDI

1.3. BiEE 7
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CHAPTER 2

%% GLPI

THTEDA PR A
1. Configure your webserver,
2. AR RS,
3. FHPE,
4. AL

2.1 EFEF

O #ik
5o FU AR AR 7 g TR SR B O A A

GLPI 381 3 MRUNTE SRR 5. SR EEMA, 5B AR IRERAS, =2 BT
TR RE A EE AR MEABIIRE . BT BB R BT DIRE, (EAE AR A PRI 52 SR«
SRS IR AR S A5 1O T R S TS AT i A 2

22 T#H

A B

7€ GitHub -, A PIA~45 K *Source code* FRYS, RRIZMH . AR ZXAEBNT, github EA 6 HY
source code 1B EX PivE

Al T ESE GLPLE 5 Wk (B Github 3T Github release) 64 glpi-{version}.tgz LY.
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2.3 &I
GLPT 223y = JRALNL:

L A4 G Rt P A 5

2. EPRAY web i 5545 5 A “files“Fl “config” H 5%

3. Launch installation wizard (or use the command line installation script).
SERGX ARG, BIATE ARZ Y AT .

If you need to set advanced configuration, like SSL database connection parameters, please refer to advanced configura-
tion.

24 XHMEFRMUE

As long as the web server is configured properly (see web server configuration), sensible files should not be exposed
publicly.

GLPI stores some data in the £iles directory, the database access configuration is stored in the config directory, etc.
To ease the GLPI maintenance, the location of GLPI storage directories can be customized.

There are a few configuration directives you may use to achieve that:
* GLPI_CONFIG_DIR: XEHECE H RIS
e GLPI_VAR DIR:IXHE files HFIKE;

e GLPI_LOG_DIR: '8 H & T 1%

O #ik:

There are many other configuration directives available, the ones we talked about are the main to move all stored files
outside the GLPI source code.

H SR &8k T4R; PAR /R BR- 4G ‘FHS <http://www.pathname.com/fhs/>¢_ 1%,
FATH) GLPL LR 22 A “Ivariwwwiglpi“H, Web JIR 5545 L B HH 1O 4RR & 1 UL EHLRE SO B R A2

GLPI configuration will be stored in /etc/glpi, just copy the contents of the config directory to this place. GLPI
requires read rights on this directory to work; and write rights during the installation process.

GLPI data will be stored in /var/1ib/glpi/files, just copy the contents of the £iles directory to this place. GLPI
requires read and write rights on this directory.

GLPI H 75 U FEAEAE “/var/log/glpir, AL TEFRE H, HaFeld R IR . GLPI FZEXTI H i T35
Vil
i X BE Ui, FRAHRFTE GLPT H st 1) 7d—A> “inc/downstream.php U, A & AR A%

<?php

define ('GLPI_CONFIG_DIR', '/etc/glpi/');

if (file_exists(GLPI_CONFIG_DIR . '/local_define.php')) {
require_once GLPI_CONFIG_DIR . '/local_define.php';

}

10 Chapter 2. 223t GLPI
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A B,

GLPI 1 5 & &3 4—1 “inc/downstream.php*“3C{4:.

XA BE S !
GLPI looks for a local_define.php file in its own config directory. If you want to use one from new config directory,
you have to load it.

RIG, BHIDAT NAAE Yetc/glpi/local_define.php™ A4 it —AN 3044

<?php

define ('GLPI_VAR_DIR', '/var/lib/glpi/files');

define ('GLPI_LOG_DIR', '/var/log/glpi');
0O #i
GLPI_VAR_DIR permits to change the storage path of all the GLPI files, but you can adapt the storage path for each
kind of files.
<?php
define ('GLPI_VAR_DIR', '/var/lib/glpi/files"');
define ('GLPI_DOC_DIR', GLPI_VAR_DIR) ; // Path for documents storage
define ('GLPI_CACHE_DIR', GLPI_VAR_DIR '/_cache"); // Path for cache storage
define ('GLPI_CRON_DIR', GLPI_VAR_DIR '/_cron'); // Path for cron storage
define ('GLPI_GRAPH_DIR', GLPI_VAR_DIR '/_graphs'); // Path for graph storage
define ('GLPI_LOCAL_TI18N_DIR', GLPI_VAR_DIR '/_locales'); // Path for local i18n files
define ('GLPI_LOCK_DIR', GLPI_VAR_DIR '/_lock'"); // Path for lock files storage.
— (used by cron)
define ('GLPI_LOG_DIR', GLPI_VAR_DIR '/_log'); // Path for log storage
define ('GLPI_PICTURE_DIR', GLPI_VAR_DIR '/_pictures'); // Path for picture storage
define ('GLPI_PLUGIN_DOC_DIR', GLPI_VAR_DIR '/_plugins'); // Path for plugins documents.
—~Storage
define ('GLPI_RSS_DIR', GLPI_VAR_DIR '/_rss'); // Path for RSS feeds storage
define ('GLPI_SESSION_DIR', GLPI_VAR_DIR '/_sessions'); // Path for sessions files.
—~Storage
define ('GLPI_TMP_DIR', GLPI_VAR_DIR '/_tmp'); // Path for temporary files.
—~Storage
define ('GLPI_UPLOAD_DIR', GLPI_VAR _DIR '/_uploads'); // Path for upload storage
define ('GLPI_INVENTORY_DIR', GLPI_VAR_DIR '/_inventories');// Path for inventory files.
—~Storage
define ('GLPI_THEMES_DIR', GLPI_VAR_DIR '/_themes"') ; // Path for custom themes.
—Storage

. ")

2.4.1 Plugins files locations
7E 11.0.0 AN A.
Plugins files location can be configured using the GLPI_MARKETPLACE_DIR configuration directive.

To store the plugins in the /var/1lib/glpi/plugins directory, just copy the contents of the marketplace and
plugins directories to this place. GLPI requires read and write rights on this directory.

Then, in the /etc/glpi/local_define.php file, add the following contents:

[define(‘GLPI_MARKETPLACE_DIR', '/var/lib/glpi/plugins') ;

ICC-by-NC-NDI

24. XHMERUE 1
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CHAPTER 3

ERTFUR %S, P e as iR A GLPL #Bik: https://\{adresse_glpi\}/
W GLPI R Zeent, MG —2 F— BRI 411 .

3.1 EFES (FREENIES
S FLVFEIRFR I o . IRFRIENY lang 77, el validate AL

Glpi
p I GLPI SETUP

Select your language

=

3.2 7

GLPI (i i 75 %2 GNU VF [ UERYAb . — VPl kgl b iz, HRmiER .

13
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Q I-pi GLPI SETUP

License

GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.,

51 Franklin Street, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute wverbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are desioned to take awav vour

Unofficial translations are also available

. I have read and ACCEPT the terms of the license written above.

I have read and DO NOT ACCEPT the terms of the license written

above

QRG] B AT A0, R T REARSE 2 7R

3.3 RE /AR
AT AL VLT GLPT ZS A7 2 [T

G I-pi GLPI SETUP

Beginning of the installation
Installation or update of GLPI

e 'Install’ for a comp 2w installation of GLPL

- 'Upgrade’ to update your version of GLPI from an earlier version

s

14
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33.1 IMNERRE

This step will check if prerequisites are met. If they’re not, it is not possible to continue and an explicit error message
will tell you about what is wrong and what to do before trying again.

Glpi

Step 0

Checking of the compatibility of your environment with the execution of GLPI

Testing PHF Parser
Sessions test

Test if Session_use trans_sid is used
mysqli extension test
chype extension test
fileinfo extension test
json extension test
mbstring extension test
zlib extension test

curl extension test

gd extension test
simplexml extension test
xml extension test

imap extension test
APCu extension test
xmlrpc extension test

AR S S AN S S S AL L L SN

A%

ldap extension test ldap extension is not present

Zend OPcache extension is not
present

Zend OPcache extension test

Allocated memory test

<

Checking write permissions for setting files

Checking write permissions for document files
Checking write permissions for dump files

Checking write permissions for session files

Checking write permissions for automatic actions files
Checking write permissions for graphic files

Checking write permissions for lock files

Checking write permissions for plugins document files
Checking write permissions for temporary files
Checking write permissions for cache files

Checking write permissions for rss files

Checking write permissions for upload files

Checking write permissions for pictures files
Checking write permissions for log files

SELinux mode is Enforcing

SELinux boolean configuration for httpd can network connect --> on

S5ELinux boolean configuration for httpd _can_network_connect db -->
on

AN S S S N N N S S S A L SN NEY

SELinux boolean configuration for httpd can_sendmail --> on

Do you want to continue?

Em orm

Some prerequisites are optionals, it will be possible to continue installation event if they’re not met.

3.3. /AL 15
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3.3.2 EfEHIEE
W SR

Glpi
p I GLPI SETUP

Step 1

Database connection setup

Database connection parameters

SQL server (MariaDB or MySQL)
SOL user

SQL password

* MySQL server: enter the path to your MySQL server, localhost or mysql.domaine.tld as example;
* MySQL user: enter user name that is allowed to connect to the Database;
e MySQL password: enter user’s password.

B S T B R, Bk

SRR — MR R I . WPRBHOCR, FFEREHRINE, BB R SUOFEIL.

3.3.3 EEMNIERE
SRR R S5 AR IE W S, 1Al GLPI B e 35 i 75 (R S o H- 0t A T i A

16 Chapter 3. &M
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Glpi
p I GLPI SETUP

Step 2

Test of the connection at the database

Database connection successful

Please select a database:

fresh_glpi
glpi
glpi_dev

glpi_tests

Create a new database or use an existing one: _

AP
. fiEHE A B
TS R B SN R P R A . BRG]

A B
TERE R o AR AE LR R B

o BT
e * QU A *, AR T RO A BRI AR, SRS RAUEA BT

3.3. /AL 17
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A &g
SQL J{ b2 REMS Ay L 16 100 0 SR RS 2 A B A

3.3.4 BiEEMIRIL
LA R A BRIAE R AG A 2

GLPI SETUP

Step 3
Initialization of the database

WA AR R R E .

3.3.5 EMEE
GLPI R BRSSO T . XA SR A PR o

GLPI SETUP

Step 4
Collect data

i Send "usage statistics"

We need your help to improve GLPI and the plugins ecosystem!

Let us know your usage to improve future versions of GLPI and its plugins!

See what would be sent...

Reference your GLPI

lable to a

Besides, if you appreciate GLPI and its community, please take a minute to reference your organization by filling

the following form.

18
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3.3.6 LRLER
B AR AL LA EI R BT QA 9135 . THIC T S E AR R il 5 2 2

Ql'
) l’l GLPI SETUP

Step 4

The installation is finished

Default logins / passwords are:

You can delete or modify these accounts as well as the initial data.

Use GLPI

p
O #i
BRI kS 2
* glpi/glpi >} admin 5 K-,
e tech/tech 5 AR Gillk=,

» normal/mormal ” EB” WS,

* post-only/postonly VE. 51 K-5-.

A B
TR SRR A R, AS0h M 9 B A X B
TEMG “glpi“Pk P2 7l , EFAA S “super-admin Pt & SCAQIE T 55— H .

ICC-by-NC-NDI

33. REK /AR 19
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cHAPTER 4

Timezones

In order to get timezones working on a MariaDB/MySQL instance, you will have to initialize Timezones data and grant
GLPI database user read ACL on their table.

A B,

Enabling timezone support on your MySQL instance may affect other database in the same instance; be carefull!

A B

Currently, MySQL, and MariaDB (prior to 11.5), have a maximum date limited to 2038-01-19 on fields relying on
timestamp type!

MariaDB 11.5 onwards is limited to 2106.

4.1 Non windows users

On most systems, you’ll have to initialize timezones data from your system’s timezones:

[mysql_tzinfo_to_sql /usr/share/zoneinfo | mysgl -p -u root mysqgl ]

You may want to check MariaDB documentation about mysql_tzinfo_to_sql and your system documentation to know
where data are stored (if not in /usr/share/zoneinfo).

Do not forget to restart the database server once command is successfull.

21
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4.2 Windows users

Windows does not provide timezones informations, you’ll have to download and intialize data yourself.

See MariaDB documentation about timezones.

4.3 Grant access

TERR A 10.0.20 #2[%:: Granting access to the mysgl.time_zone_name is no longer required to support timezones
usage.

A EE

Be carefull not to give your GLPI database user too large access. System tables should never grant access to app
users.

In order to list possible timezones, your GLPI database user must have read access on mysgl.time_zone_name table.
Assuming your user is glpi@localhost, you should run something like:

[GRANT SELECT ON mysgl . time_zone_name  TO 'glpi'@'localhost';

22 Chapter 4. Timezones
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CHAPTER D

B

5.1 Before starting

1. Identify your GLPI settings.

You will need to identify the database being used by GLPI, your GLPI installation’s directory location, and the locations
of GLPI’s config, files, and plugin directories.

If you do not know where your GLPI installation is, you may start your search within the default hosting directory used
by your web server, such as ”/var/www” for Apache on Linux.

¢ By default, the config and files directories are in the root of your GLPI installation but they may be moved as
explained in the installation documentation.

 The database information can be found within the config_db.php file in GLPI’s config directory.

¢ The directories GLPI will look at for plugins are usually the marketplace and plugins directories in the root
of your GLPI installation but they may be moved by setting the GLPI_PLUGIN_DIRECTORIES constant in a
config/local_define.php file or inc/downstream.php.

At this point, you should also identify if any updates are required for GLPT’s prerequisites such as the database server,
PHP version, etc.

2. Back up user data

Using a tool appropriate for your database server, create a backup of the GLPI database. Also make a backup of your
GLPI installation’s directory. Then, make copies of the files and directories (as previously identified) containing user data.
If these are all still located in the default locations inside the GLPI installation’s folder, you do not need to make separate
copies of them.

* GLPT’s config directory, especially the glpi.key, glpicrypt.key, oauth.pem, and oauth.pub files within
it.

» GLPT’s file directory which contains uploaded documents, certain plugin data, logs, custom palettes and more.
¢ All plugin directories.

¢ The inc/downstream.php file if it exists.

23
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3. Install the new version

A EE

As soon as a new version of GLPI files is detected, you will not be able to use the application until
the update process has been done.

A %
SRR e AR 2 e MR R e 0 O, o T R4 FE RS )
TRV e A2 B, SRR R 7, A U TS MR

O #ik

You can use the php bin/console db:check command line tool before updating to identify
any inconsistencies in your database’s schema and the expected one that may of been caused by past
partially-failed updates. These inconsistencies could interfere with the GLPI update process and
produce unpredictable results.

1. Update GLPT’s prerequisites as needed or desired.

2. Move or delete the existing GLPI installation’s directory. This is important as copying the new
GLPI release over top an existing installation can cause application errors.

3. Download the "glpi-<version>.tgz” from the latest GLPI release on the GLPI GitHub releases page.
GLPI 11 contains the necessary migrations for version 0.85 and greater, so it is possible to skip
even major versions entirely if necessary.

4. Extract the downloaded release archive to the GLPI installation’s original location, renaming the
”glpi” folder as needed for it to match the original GLPI installation’s directory.

5. Restore the previously backed up config, files, and plugin directories along with the inc/
downstream. php file if it existed from the original GLPIL.

6. Open the GLPI installation’s URL in your browser or use the php bin/console db:update
command line tool from inside the GLPI installation’s directory to initiate the update. This process
may take some time.

O #ik
Before GLPI 11.0, all the plugins were disabled during the update process.

Since GLPI 11.0, as soon as a new version of GLPI files is detected, the plugins execu-
tion is suspended. Their execution will be resumed after the update only in case of a mi-
nor/bugfixes update. Otherwise, you will have to do it manually using the php bin/console
plugin:resume_execution command line tool or from the plugins administration page.

ICC-by-NC-NDI
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Since GLPI 9.4.0, command line tools are being centralized in a console application (bin/console). Calling php
bin/console from GLPI directory displays the list of available commands.

O #ik:

BAMERGEHE LR T APCu i, hTIEarS4T FEROAREHON SRS, HIE TR STEar 474
TR MFLEA, H4R3] APCu RYFLE S HH) t apc. enable_cli B4 on B

A B

When using cli tools, please check the system user you are currently logged in with, and permissions on files and
directories. With a wrong user, logs, cache and other files may be created with rights that would not allow your
webserver to read or write on thos files!

6.1 Console options

For every console command, following options are available:

¢ ——config-dir=CONFIG-DIR path of configuration directory to use, relative to current working directory (re-
quired only if a custom path is used)

* —h, -—help displays command help
* ——lang=LANG output language code (default value is existing GLPI "language” configuration or "en_GB”)
e -n, ——no-interaction disable command interactive questions

¢ ——no-plugins disable GLPI plugins during command execution

25



GLPI Installation

* —g, ——quiet disable command output

* —v|vv|vvv, ——verbose=VERBOSE verbosity level: 1 for normal output, 2 for more verbose output and 3 for
debug

6.2 Additional install and update tools

6.2.1 Check requirements

Before installing or upgrading, requirements are automatically checked; but you can run them separately and see state for
all of them using the php bin/console glpi:system:check_requirements command.

6.2.2 Enable/Disable maintenance
GLPI provides a maintenance mode that can be activated prior to an update, and deactivated after all has been checked.

Just use the glpi:maintenance:enable and glpi:maintenance:disable commands.

6.3 &F&
The php bin/console db:install has been made to install GLPI database in CLI mode.
AR iy 4 ) AT REE T
e -r, ——reconfigure to enable overriding of any existing DB configuration file
e —f, ——force to force execution of installation even if database is not empty
e -1, ——default-language=DEFAULT_LANGUAGE default language of GLPI (en_GB per default)
* -H, -—db-host=DB_HOST host name (localhost per default)
e —P, ——db-port=DB_PORT database port (default MySQL port if option is not defined)
¢ —d, ——db-name=DB_NAME database name
e —u, ——db-user=DB_USER database user name
¢ —p, ——db-password=DB_PASSWORD database user’s password (use it without value to be prompted for password)
If mandatory options are not specified in the command call, the console will ask for them.
Database connection parameters may be omitted if a configuration file already exists.

See also console options.

6.4 Database connection configuration
7 9.5.0 fATIA.

The php bin/console db:configure has been made to define database connection parameters in CLI mode.
ARy 2 T R 2

* —r, ——reconfigure to enable overriding of any existing DB configuration file

e —H, ——db-host=DB_HOST host name (localhost per default)

e —-P, ——db-port=DB_PORT database port (default MySQL port if option is not defined)

¢ —d, ——db-name=DB_NAME database name
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e —u, ——db-user=DB_USER database user name
* —p, ——db-password=DB_PASSWORD database user’s password (use it without value to be prompted for password)
If mandatory options are not specified in the command call, the console will ask for them.

See also console options.

6.5 E#H

The php bin/console db:update has been made to update GLPI database in CLI mode from a previously installed
version.

There is no required arguments, just run the command so it updates your database automatically.

A EE
TEBATAE TSR AR B, A A R P A8 13 5 2 o (7 i P

A B

Since GLPI 10.0.2, db:check_schema_integrity is executed before performing the update. If an error is detected,
the command will ask you if you want to continue (unless ——no-interaction is used). You can bypass this
db:check_schema_integrity by using the option -s, ——skip-db-checks.

A iy HY AT REZE T2
e —u, ——allow-unstable allow update to an unstable version (use it with cautions)
e —f, ——force force execution of update from v-1 version of GLPI even if schema did not changed
¢ —s, ——skip-db-checks do not check database schema integrity before performing the update
* ——enable-telemetry allow usage statistics sending to Telemetry service (https://telemetry.glpi-project.org)
* ——no-telemetry disallow usage statistics sending to Telemetry service (https://telemetry.glpi-project.org)

See also console options.

6.6 Security key
1E 9.4.6 JATIA.

O #ik
GLPI key file is available for GLPI >=9.4.6 but is not mandatory. As of GLPI9.5, using the key file will be mandatory.

In order to store some sensitive data, GLPI relies on a homemade encryption/decryption tool, which uses a key to:
* encrypt data before storing them in the database,
¢ decrypt data that has been retrieved from the database.

The php bin/console glpi:security:change_key command allows to change the key, if it has been compro-
mised for example. By default, command will:
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 generate a new key and and store it in the key file,
* update all configured fields (for core and compatible plugins) to use the new key,

* update all configuration entries listed (for core and compatible plugins) to use the new key.

6.7 Various tools

6.7.1 Database schema check

The php bin/console db:check_schema_integrity command can be used to check if your database schema
differs from expected one.

ARy A R BEIE T2
e ——strict: Strict comparison of definitions
e ——check-all-migrations: Check tokens related to all databases migrations.
¢ ——check-innodb-migration: Check tokens related to migration from "MyISAM” to “InnoDB”.
¢ ——check-timestamps-migration: Check tokens related to migration from “datetime” to “timestamp”.
¢ ——check-utf8mb4-migration: Check tokens related to migration from "utf8” to "utf8mb4”.
e ——check-dynamic-row-format-migration: Check tokens related to "DYNAMIC” row format migration.

¢ ——check-unsigned-keys—-migration: Check tokens related to migration from signed to unsigned integers in
primary/foreign keys.

* —p, ——plugin: Plugin to check. If option is not used, checks will be done on GLPI core database tables.

If you have any diff, output will looks like :

$ php bin/console glpi:database:check_schema_integrity
Table schema differs for table "glpi_rulecriterias".

——— Original
+++ New
@e Q@

create table “glpi_rulecriterias™ (
“id’ int (11) not null auto_increment
‘rules_id’ int (11) not null default '0'
‘criteria’ varchar (255) default null
‘condition’ int (11) not null default '0’
- ‘“pattern’ text default null
+ “pattern’ text
primary key ("id")

Compared to the GLPI installation file:
* aline that starts with — means that something is missing in your database
* aline that starts with + means that there is something extra in your database

You can also have a message like Unknown table "glpi_tablename" has been found in database., this
indicates that this table doesn’t exist in the installation file of the current GLPI schema:

* either it’s a table that you have voluntarily created for your needs, you can ignore this message

* either it’s an old GLPI table which is no longer useful, you can delete it (taking care to make a backup before)
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6.7.2 LDAP synchonization

The bin/console glpi:ldap:synchronize_users command can be used to synchronize users against LDAP
server informations.

AR i 2 1) W] BEIE T 2 -
* —c, ——only-create-new only create new users
e —u, ——only-update-existing only update existing users

* -s, ——ldap-server—-id[=LDAP-SERVER-ID] synchronize only users attached to this LDAP server (multiple
values allowed)

e —f, ——ldap-filter [=LDAP-FILTER] filter to apply on LDAP search
* ——begin-date [=BEGIN-DATE] begin date to apply in "modifyTimestamp” filter
* ——end-date [=END-DATE] end date to apply in "modifyTimestamp” filter

¢ —-d, -—deleted-user-strategy [=DELETED-USER-STRATEGY] force strategy used for deleted users:

0: Preserve

1: Put in trashbin

2: Withdraw dynamic authorizations and groups

3: Disable

4: Disable + Withdraw dynamic authorizations and groups

See http://php.net/manual/en/datetime.formats.php for supported date formats in —-begin-date and —-end-date
options.

See also console options.

6.7.3 Task unlock

The php bin/console task:unlock command can be used to unlock stucked cron tasks.

A B

Keep in mind that no task should be stucked except in case of a bug or a system failure (database failure during cron
execution for example).

A i A T RE I
e —a, ——all unlock all tasks

e —c, ——cycle[=CYCLE] execution time (in cycles) from which the task is considered as stuck (delay = task fre-
quency * cycle)

e —d, -——delay[=DELAY] execution time (in seconds) from which the task is considered as stuck (default: 1800)
e —t,-——task[=TASK] itemtype: :name of task to unlock (e.g: MailCollector: :mailgate)

See also console options.

6.7. Various tools 29


http://php.net/manual/en/datetime.formats.php

GLPI Installation

6.8 Suspend/Resume plugins execution
TE 11O AIA.

The php bin/console plugin:suspend_execution and the php bin/console
plugin:resume_execution commands can be used to suspend or resume the plugins execution.

6.9 Plugins tools
1E 9.5 BUATIA.

Some command line tolls are also available to manage plugins from command line:
® glpi:plugin:install
¢ glpi:plugin:activate
®* glpi:plugin:deactivate

In order to install MyGreatPlugin; you should end with something like:

$ ./bin/console glpi:plugin:install MyGreatPlugin
$ ./bin/console glpi:plugin:activate MyGreatPlugin

Each of those plugin commands can take a plugin name as argument, or the ——a11 flag to be ran on all plugins.

6.10 Migration tools

6.10.1 From MyISAM to InnoDB
1 9.3.0 JRAIIA.

Since version 9.3.0, GLPI uses the InnoDB engine instead of previously used My I SAM engine.

The php bin/console glpi:migration:myisam_to_innodb command can be used to migrate exiting tables to
InnoDB engine.

6.10.2 Missing timestamps builder
1E 9.1.0 ATIA.
Prior to GLPI 9.1.0, fields corresponding to creation and modification dates were not existing.

The php bin/console glpi:migration:build_missing_timestamps command can be used to rebuild miss-
ing values using available logs.

6.10.3 Use timestamp data type
TE 9.5.0 AT

Many date fields were using the DATETIME type, but this does not allow to rely on timezones. Timezone support requires
all fields to use TIMESTAMP data type, but this query can be very long and therefore is not included in the standard update
process.

Using the glpi:migration:timestamps command will change those fields to the correct data type, but read docu-
mentation on timezones before.
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A B,

Ensure to backup your database before!

6.10.4 Migrate Domains plugin
1E 9.5.0 A A.

Domains in GLPI have evolved from a simple dropdown to a more complex object, including records management among
others. Therefore, the Domains plugins feature are now included in core.

To migrate your plugin data; use the glpi:migration:domains_plugin_to_core command. Presence of the plugin
is mandatory so checks can be run, you can use the ——without-plugin switch but this is not recommended. If you
were using an older version of the plugin than the one required, you can use the -—update-plugin flag.

At the end, all domains types, domains and item relations will be migrated in core tables.

6.10.5 Migrate Racks plugin
1E 9.5.0 fIATIA.

Since GLPI 9.3.0, data center infrastructure management is available as a core feature. A migration script from Racks
plugin was provided inside the scripts directory. Since GLPI9.5.0, this migration script has been refactored and moved
inside the CLI console.

To migrate your plugin data; use the glpi:migration:racks_plugin_to_core command. Presence of the plugin
is mandatory so checks can be run, you can use the ——without-plugin switch but this is not recommended. If you
were using an older version of the plugin than the one required, you can use the -—update-plugin flag.

ICC-by-NC-NDI
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Advanced configuration

7.1 SSL connection to database
F 9.5.0 HUAIA.

Once installation is done, you can update the config/config_db. php to define SSL connection parameters. Available
parameters corresponds to parameters used by mysqli::ssl_set():

¢ $dbssl defines if connection should use SSL (false per default)

* S$dbsslkey path name to the key file (null per default)

* $dbsslcert path name to the certificate file (null per default)

* S$dbsslca path name to the certificate authority file (null per default)

¢ $dbsslcapath pathname to a directory that contains trusted SSL CA certificates in PEM format (null per default)

* $dbsslcacipher list of allowable ciphers to use for SSL encryption (null per default)

A By

For now it is not possible to define SSL connection parameters prior or during the installation process. It has to be
done once installation has been done.

(D) &v-tic-ro |
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